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Understanding Inheritance and Included Permissions in W2K

Most “attributes” of  “objects” obey all of the same rules of inheritance and included permissions.  A few don’t!

There are three instances where this becomes very important:

1.  When an object is copied or moved from one container to another

2.  When an object is subordinate to another container and has inheritance enabled, disabled, or blocked.

3.  When an object has explicit attributes assigned directly to that object (including EFS)

In general the rule follows the rules of copying and moving from the original DOS/BIOS.  

1.  If a file or directory (object) is COPIED from any directory or subdirectory (container), then a NEW object is created in the target container.  This new object will (almost always) inherit ALL of the permissions (attributes) of the new container.  Why have I stressed “object,” “container,” and “attributes?”  This is not simply new jargon.  It implies that the scope of this rule is far greater than simple files and folders.

2.  If a file or directory (object) is MOVED from any directory or subdirectory (container) to another directory or subdirectory on the same partition, then NO NEW OBJECT is created in the target container.  The file system simply creates a new pointer to the new location of the object!  In this case (almost all) objects will NOT inherit any of the new container’s attributes (because the object is still in the old container).  NOTE THAT THIS IS (almost) THERE ARE EXCEPTIONS TO THESE 3 RULES….
3.  If a file or directory (object) is MOVED from any directory or subdirectory (container) to another directory or subdirectory on a different disk or partition, then a NEW OBJECT is created in the target container, and the OLD object is deleted from its original container.  This new object will (almost always) inherit ALL of the permissions (attributes) of the new container.

Included permissions happen because an object is given a permission (such as FULL), which includes lesser permissions.  In this case the object is automatically assigned ALL of the included lesser permissions.  HOWEVER, when an object has a higher permission assigned, some of the lesser permissions are NOT AUTOMATICALLY removed.  Three examples of this include:

1.  Where the lesser permission was inherited.

2.  Where the lesser permission is just not removed, for no logical reason.  (Watch this one!)  For example, create an object (file) and assign everybody all permissions, apply, then remove everything but read and execute, list, and read (e.g. remove all write permissions).  The Advanced button | View/Edit may still show permission to delete files (objects).

3.  Where an attribute is DIRECTLY assigned to an object, rather than gained through inheritance rules.


An example of this would be as follows:  
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(ACL Evaluation Rules)

1.  Explicit Negative ACEs

2.  Explicit Positive ACEs

3.  Inherited Negative Parent 2 ACEs

4.  Inherited Positive Partent 2 ACEs

5.  Inherited Negative Parent 1 ACEs

6.  Inherited Positive Parent 1 ACEs


